Speed of Relevance,
Scale of Risk

Prodacity 2026: Adapting to
AI 1n the Public Sector

The Dual-Use
Imperative: We
cannot afford
to be late.

Security must
move at the
speed of the
software 1t
protects.




" The Cultural Fatal Flaw

Security is inherently reactionary
and paralyzed by risk-aversion.

L LU

The Ware Report advocated for
“Secure-by-Design” in 1970. Fifty
years later, we are still waiting.
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Impeding innovation creates
MORE risk than it mitigates.

1.10%
L )

The Psychological Profile: Security
culture is paralyzing risk-averse.
We are not innovators. With every
successive technology wave, we
wait, we fear, and we react.

Innovators

2.5% Early Early

Adopters Majority
13.5% 34%

We live here. We operate as
late adopters, inherently
mismatched to the

pace of the technologies we
are tasked with protecting.

Laggards\
16%




The Attack Surface Exponential

[ — |

~14 b11110n/y aff 150M+

GitHub run-rate commits _# = Global developers (~one ne

1 developer/second) _a |
ST / " s

807%

New GitHub devs use Copllot' In
week one "

~17M/month

Al-agent pull requests _

LTS




The “Vibe Coding” Fallout

Vulnerabilities in AI-
generated vs. human code

RAPID OUTPUT SPEED W& AI code introduced a
DL S vulnerability (Veracode)

More errors in AI code
(CodeRabbit)

OUTPUT SPEED: CRITICAL '

Secret-leak rate vs 1.5%
baseline




The Vulnpocalypse & The Zero-Day Collapse o .

forecast by FIRST in 2026

The Velocity Convergence

271 - Zero-days surfaced
in Firefox alone by AI

Volume of
Vulnerabilitities 4

Time from disclosure to
first exploit:

- 771 days (2018)
- 6 days (2023)
- 4 hours (2024)

Time-to-Exploit 67% — Exploited CVEs in

2026 are zero-days




The Economics of Autonomous Offense

10 15 min utes Z'ﬂiﬂ?&‘%@%ﬁiﬁéﬁ“

P 1 Cost to generate that
working exploit

0 1 1 Cost per million tokens for
o detection (3.6B-param model)

The barrier to entry isn’'t frontier models; it’'s orchestration.




The AI Espionage Escalation

State-sponsored campalign targeted
~30 global organizations.

Bypassed
Guardrails

N\

Targets

—_
Identified

80—920%

Harvested
Credentials

Autonomous execution
of the cyber campaign

Executed thousands of
requests (often multiple
per second).




The New Operational Impact

Bl | |
OWASP LLM Top 10 (2026, grounded in 7,714 incidents) |
B =
Prompt Injection
Model Theft Agency
Availability Consumption
Privacy
L. -

— LLMO1: Prompt Injection
— LLMO03: Excessive Agency (up from #6)

— LLMO06: Unbounded Consumption (up from #10)

= = (N

OWASP Agentic Top 10 (2026)

Agent Goal Hijack

Data
Exfiltration

Autonomous
Propagation

Resource
Exhaustion

=
—

— ASIO1: Agent Goal Hijack
— ASIO3: Identity & Privilege Abuse

— ASI10: Rogue Agents
-

ﬂ

Identity &
Privilege Abuse

Rogue
Agents

Resource
Exhaustion




Tailwind

Speed of Relevance & Poli

Act 11

-04 (June 2026)

The Policy
retires CVSS base scores.
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~98% — Vulns are
of low-to-no
attacker concern
(Cyentia)

The Math

Volume is not
if everything
is critical,
nothing is.

risk; if

x




The GRC Impedance Mismatch

Containers live for
one minute or less

l'"l'l

e e

The Status Quo

]

We are doing performative

arts, not security.

J

cannot secure environments tha

Snapshot-in-time assessments
change by the second.




GRC Engineering & Continuous ATO

The fix for the impedance mismatch is engineering, not auditing.

Fo s

Shift from static Continuous
docs to APIs, Assessment

Automation,
and IaC.

replaces the
snapshot-in-time.

If code deploys in seconds, authorization must be validated in seconds.




Autonomous Defense Proof Points

DARPA AIxCC (DEF CON 2025) | Google Big Sleep agent i HackerOne
0 Planted
flaws found
~77/0 across 54M @
lines of code +
Real-world
18 zero-days Real bugs found
discovered autonomously
r~ i _ XBOW hit #1 on
45 mln Pre-empted SQLite HackerOne's US
Average time to patch CVES2025269655 leaderboard.




The Honesty Check: AI Patching

1Password / Off-by-1 Labs

tested 6,080 AI-generated
patches on hard CVEs.

/ ~26% — Clean fixes

~54% — Failed
(didn't fix, changed
behavior, or both)

~5% — Introduced a
NEW vulnerability

V.

AI discovers and drafts; Humans verify and deploy.




Fragility & Cognitive Surrender

An attacker only needs to
be right once; a defender

needs to be right 100% of

AI patches are often “fragile” (escaping specific the time.
strings rather than fixing root architecture).

Beware of “cognitive

_l“!_

surrender”—falling

asleep at the switch.
Root Cause Fix

We are empowering security engineers, not replacing them.




Flip the Script: The Real Risk

AI 1s dual-use: it Moving at the
amplifies risk, “Speed of Relevance”
but 1t 1s our only 1s an existential
path to resilience. requirement.
Security must be Our reflexive risk
an 1nvested aversion 1s currently
collaborator with our greatest

engineering. vulnerability.




